Acceptable usage policy

Last Updated: September 8, 2026

This Acceptable Usage Policy ("AUP") defines the strictly prohibited boundaries, behavioral limits,
and content restrictions governing your operational interaction with the artificial intelligence (Al)
model aggregation platform, user interface, website, and cloud infrastructure (collectively, the
"Service") provisioned by IQBID Helios Limited, a company incorporated and registered under the
laws of the Republic of Seychelles with international business company registration
number 252002 and having its registered office at Suite 9, Ansuya Estate, Royal Street, Victoria,
Mahe, Seychelles (the "Company," "we," "us," or "our").

This AUP is integrated directly into, and forms an inseparable part of, our European Union Terms of
Service. It applies directly to all users accessing or utilizing the Service from the European Union
(EU) or European Economic Area (EEA) ("EU Users"). Because our system routes transactional
inputs via encrypted Application Programming Interface (API) channels to third-party infrastructure
entities (including OpenAl, LLC and Google LLC), you are statutory-mandated to strictly respect
both our corporate standards and the downstream application rules enforced by those underlying
Al networks.

1. Absolute prohibitions under the eu ai act and dsa

In strict compliance with the European Union Artificial Intelligence Act (Regulation (EU) 2024/1689)
and the Digital Services Act (Regulation (EU) 2022/2065), you are explicitly prohibited from
submitting text queries, semantic instructions, prompts, or uploading any digital files (documents,
images, multi-format media) (collectively, "User Inputs") designed to execute or generate the
following:

1.1. Subliminal Manipulation and Behavioral Distortion

e Cognitive Manipulation: Actively prompting or forcing Al models to generate text, audio
scripts, or psychological frameworks that deploy subliminal techniques beyond a person’s
consciousness to materially distort a person’s behavior in a manner that causes or is likely
to cause physical or psychological harm.

e Exploitation of Vulnerabilities: Generating targeted outputs designed to exploit any
specific vulnerabilities of a specific group of persons due to their age, physical, or mental
disability, to distort their baseline real-world actions.

1.2. Prohibited Biometric Systems and Social Scoring



e Biometric Categorization: Uploading photographic directories or facial data to classify
natural persons individually based on protected characteristics (including race, political
opinions, trade union membership, religious beliefs, or sexual orientation).

e Untrustworthy Social Scoring: Requesting models to evaluate, score, or categorize
natural persons over a certain period based on their social behavior or known personality
characteristics, leading to detrimental or unfavorable treatment in real-world
environments.

1.3. lllegal European Content, Violence, and Child Safety

e lllegal Content under the DSA: Submitting or requesting any material that constitutes
illegal hate speech, xenophobic manifestos, terrorist propaganda, or operational tutorials
on fabricating illicit weapons, explosives, or chemical agents.

e Child Sexual Abuse Material (CSAM): The Company enforces an absolute zero-
tolerance threshold regarding Child Sexual Abuse Material or Child Sexual Exploitation and
Abuse (CSAE). Any structural detection of material depicting minors in an exploitative or
sexually explicit context will result in a permanent infrastructure ban and mandatory
reporting to European law enforcement bodies (Europol and national offices).

1.4. Systemic Deepfakes, Deception, and Copyright Infringement

e Deceptive Media (Deepfakes): Generating or mutating imagery, audio, or video files
that appear authentic but are synthetic ("Deepfakes") without clearly, explicitly, and
permanently tagging or embedding machine-readable watermarks indicating that the
content has been artificially generated or manipulated, as mandated by the EU Al Act.

e APl Harvesting and Reverse Engineering: Utilizing systemic scraping macros,
extraction web-bots, or automated loaders to extract the synthetic algorithmic training
weight arrays, specific prompt configurations, or operational boundaries of our internal
routing layers.

2. Moderation conduits and compliance complaints

To satisfy our statutory infrastructure duties and notice-and-action obligations under the European
Union Digital Services Act (Regulation (EU) 2022/2065), the Company implements a multi-layered
moderation architecture:

2.1. Automated Content Classification

e Real-Time Automated Scanning: All incoming User Inputs, semantic strings, and
machine-generated Outputs are dynamically scanned by automated safety classifiers and
programmatic filters.

e Proactive Breach Prevention: This automated screening identifies high-probability
systemic policy breaches and prohibited content categories before data is transmitted
across external provider nodes or displayed to the user.



2.2. Notice and Action Mechanism

o Statutory Reporting Rights: If you identify any content hosted on, cached by, or
generated through our Service that violates local EU Member State laws or the restrictions
set forth in this AUP, you possess a protected legal right to report it.

e Formal Notification Pathway: You may submit a formal notification directly to our

corporate security and safety operations department at: abuse@igbid.ai. All notices will be

processed promptly under mandatory DSA compliance timelines.

3. Structural account termination and financial penalties

If the Company's automated classification nodes or security teams flag verified indicators that your
account interaction routines, prompt structures, or uploaded materials violate the structural
mandates of this AUP, or present an immediate risk of triggering API key revocations from our
downstream infrastructure suppliers (such as OpenAl, LLC or Google LLC), the Company will
execute decisive protective and punitive actions.

3.1. Consequences of Material Breach

BY ACCESSING THE SERVICE, YOU EXPLICITLY AGREE THAT A VIOLATION OF THIS AUP
CONSTITUTES A MATERIAL BREACH OF YOUR CONTRACTUAL OBLIGATIONS, ENTITLING
THE COMPANY TO ENFORCE THE FOLLOWING RECOVERY REMEDIES WITHOUT PRIOR
WARNING:

e Instant Infrastructure Revocation: Permanent de-activation and immediate
suspension of your authentication profile, user credentials, operational workspace
partitions, and stored cache history panels with no liability to recover data.

e Strict Contractual Forfeiture of Balances and Token Demarcation: In the event of
account termination due to an AUP breach, remaining subscription periods and unspent
computational credits ("IQBID Tokens") are permanently forfeited as a liquidated
contractual penalty covering mitigation, developer time, security overrides, and
moderation costs. During normal usage, IQBID Tokens carry over indefinitely and are
consumed only upon actual Al generation cycles. Upon a ban for prohibited actions,
balances are liquidated and strictly non-refundable. In compliance with EU MiCA
regulation (Regulation (EU) 2023/1114), IQBID Tokens are internal, proprietary, non-crypto
technical metrics for data throughput, APl execution, and server bandwidth, and do not
constitute crypto-assets, electronic money, or investment assets.

e Regulatory and Law Enforcement Disclosure: The Company will actively cooperate
with competent European data protection authorities, national market supervisors, and
judicial bodies. If a formal inquiry is executed regarding illegal generative workflows or
systemic breaches, the Company will disclose necessary technical logs, including IP
addresses, account identifiers, and generated Outputs, as mandated by the Digital
Services Act.
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